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OpenLM Server®SSLE&E

OpenLM Server J\—=3 5.0 [&DSSLEEEZT B(C(E. K
HDCIN—>3>5.07v T I L —RFAQEZBRBRUTLEE.

ARET(E. OpenlLM Server EBSET DT> R—> RDSSLERTE
EOA> T D%ZFHBLET . SEEAEHE (CA) NETZHILES
DFEAENBLCBEREDOY S (A VA R=)LENTWNDZ EZH]
IREULFET, BEFRHBIAZEY/R— MUEIHN. NICDNT
FW DOMRIISERSEIEN S D FT (To>324)

FR &/ 23> DJavar—XDIOIR—R> MR UE
9, (Broker. Applications Manager. Router{®Report
Scheduler), TLS/SSLOTZF+1USF«TJORI—)LZYR—b3ID
DIZjJaval IR EEIRDET, Java 8&EFERT I NSDT7TL
T—23>2DEN-23 2> ERALTVSHBEKIE. 1B/-23
STHR—- K923+ YT TOMI-ILICREENDINEL
NFEA.

Bix:

1. OpenLM®DSSLEETE

2. EasyAdminDSSLESTE DHEE

3. OpenLMO > R—3> MODSSLERERTE
3.1 OpenLM Agent
3.2 OpenlLM Broker
3.3 OpenlLM Applications Manager
3.4 OpenLM Router
3.5 OpenLM Report Scheduler

4. OpenLMTECRELIRAEZFERTD

1. OpenLM®DS S L %7

FER: OpenLMdEasyAdmin-f >4 —J T+ XA TSSLZBZ(C
LI2W\DAHDIBE, BIISNTZR— NA3DINA T4 2T &
HICRFTYVT6ETDHEEITINUEIALKTT,
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1. EasyAdmin &Internet Information Services (IIS)DFEEZE 5
S5DUIIC>TEY hFPvTUTLEEL), OpenlM
EasyAdmin®IIS 105%7%E (Windows Server 2016) - KB801S

2. OpenlLM Servers%EY — L& < (Windows Start (X5 — 1)
— OpenLM — OpenlLM Server)

3. “Port Settings” (/R— BE&TE) FT&ME. SSLEBMICLIZLY
BIAR—R MDFITVIRY IR ZFTVIULEYT, RS
AT7O0MRY T 7Y ITUETS, “Yes” (IFW) Z20Jw oL TH
ITTLIZEWN, &FT T AL hDR— MMAICERENTHWIHT
T —JILOFIAESRLU TS,

TR T IAI RDIR— NESZER CWMEE. RTYIT7THRE
9211 SINA>FT A2 JIC—HEBDIHNENGDIDT, XAEZ
o> THENTLIZE0N,

@ OpenlM Server Version - Options - O X

License Servers @ Change Port: change port configuration

Advanced Q Agent reporting port UseSSL @

012
FIUEHLLTE Q‘J User interface http server port 7014 M uUsesst @
DL ‘d ) License managers reporting port 7016 Musesst @
(3
= o) AP Service port [7020 UsessL @
OpenlMID 02348344 Router Servics pot 05 Dltess. ©

FIAN -
. ETL]
RR—b
OpenLM AgentDUR—5+ > 7R—
7012
~
OpenlLM Servers&EY —)L &
014 EasyAdmin T —4ZEUS 9 B (C(CfE
HAEns
E—EUR— b
OpenLM Broker®UR—F+ >ZJ7R—
7016
~
7020 EasyAdminT7014 & (S-S ZES
LIZDEFHLIZDITDDIC
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fERENS0penLM 7 R APIH—E
ZR— b

OpenLM Router®UsR—5+ > 7R—
N

7022

4. "Apply” GER) %0y, URS— NESTBNECTS
MELKA 7O Ry T7v I UET . “lwill restart
later” (8 TURXRAH—PMTB) BEIRULET,

Restart Service x

In order for the changes to take effect,

1 .' please restat "OpenlLM Server”
in Windows Services

| will restart later Restart now...

5. Windowst— E X &R (Windows/ha > + R&xifd —
services.mscz5 193 — Enterzi#f9) . “OpenLM
Servert—EXZX by T 9B,

6. Internet Information Services (IIS)N%> v —% (<. Default
Web Site(Z I AN DT THA N)ICTE. — Bindings (V1>
S0 D) BOUw:

§3 Intemet Information Services (IIS) Manager
P - c
& @ » WINDOWS2019DEV2 » Sites » Default Web Site » @ @
File View Help
Connections

Q-H 28
§5 Start Page

9 Default Web Site Home

Filter: + % Go - (GyShow All | Group by: A -
+ €5 WINDOWS2019DEV2 (OPENLY G Bt Area &
2 Application Pools ASP.NET an
[ Sites ;;% 2 Y ¢ FI \
> 4] B o
@ SenzeWeb NET NET  NETEwor  NET  NETProfile .NET Roles
Authorizat... C Pages

; P — L =
NET Trust  NET Users Application Connection Machine Key Pages and
Levels Settings Strings Controls

2 & [

Providers ~ Session State SMTP E-mail

'iulJ g o B &
ct or Pages n

Authentic... Compression  Default Directo
D Bi

-

3| =] Features View | (% Content View

<
Ready

7.“Add” GBIN) =0Uw U TRTWI3T443 (Easyadmin(c
ERAEN3T I AL BHTTPS/R— ) EH(C, FORR> N
DR— hEZNTER LT IZE, ROVIFT I AT 71—
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MEBATE RXAA 2 (CBMIRSSLEEAZE S H(C. 9 httpsZziEiR

LeLiEEuy:

Site Bindings ? x
Type Host Name Port IP Address Binding Informa...
http 80 * i
https 443 * Edit...
htPs | Add Site Binding & 7 X R
https
https Type IP address: Port:
hitps https ~ | |All Unassigned w~| (7014 |

Host name:

O Require Server Name Indication

[ Disable HTTP/2
[] Disable OCSP Stapling

Configurat,
Editor SSL certificate:

windows2019dev2.openlm.com v Select... View...

- | Features

8. OpenLM EasyAdmin2 7 # )L —AdDparams.jsJ 7 1 )L7&F
FARNIT4H—THWTLZEW, (T IAIL: C\Program
Files (x86)\OpenLM\OpenLM
Server\WebApps\EasyAdmin2\params.;s)

ROEREZER TRT U I 7MIILZREFELTES0N

var OpenLMServer='https://< S S LEIEAE® A

1B EFEE—H>:7014/0penlMServer’
If you have enabled SSL for the “API Service port” in step 3:

var SoapProxyPath="https://< S S LIFBAZ® K A
1B ETE—H

>:7020/0penlM. Server.Services/AdminAPI’

var WebProxyPath="https://< S S LEEBAE® F A
A oBETEH

>:7020/0penlLM. Server.Services/AdminAPI/web’

SE: BAULMAETRRENTVS RAM V& ETRIC—
BEETLSEZL. (#H: </RRX ME>.com, </RX b&>.net
F: KXFNMLFE—BSETLLEEZL. )

CHEBSDEITIE. T I AL MDhttpZhttps(CEZX TUWET, FBiT
SNIEEEAZE D RAA A ([C—HES B RRICH— /TR N&%Z
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RELTWLWEI (*.com) :

var OpenlLMServer =
‘https://windows2019dev2.openlm.com:7014/0OpenLMSe

rver’;

var SoapProxyPath =
‘https://windows2019dev2.openlm.com:7020/0OpenlM.S

erver.Services/AdminAPI’ ;

var WebProxyPath =
‘https://windows2019dev2.openlm.com:7020/0penlLM. S

erver.Services/AdminAPI/web’ ;

L_']{ C:\Program Files (x86)\OpenLM\OpenlLM Server\WebApps\EasyAdmin2\params.js - Notepad++ [Administrator] - [m] X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ? X
s DHE LA s hkiociakeax BRI EEDu |0 uE R @
Elparomsss 1|

1 var _operationMode = "";

2 var _enableDemcMode = false;

3 var _debug = false;

4  var _useProxy = true;

S var _sampleMode = false:

6 var _schedulingTaskURL = 'http://127.

7 var SAASLOginURL = 'https://saas

8 var SoapProxyPath = "LLC

o | var webProxyPath = 'http

10 var WebProxySaasPath = '

11 [var OpenIMServer = 'hitp

12  var BasyadminRoot = 'http://windon 7]

13 var serverTutorialLocation = 'http://tutorial.openlm.com';

14 var tutorialContentLocation = ' //either the value could be local | server;

15 var _angularURL = "";

16 Evar Locales = [["=

JavaScript file length: 1,280 lines: 25 Ln:24 Col:1 Sel:0|0 Windows (CR LF) UTF-8 INS

9. Windowst—E X Z B\ T(Windows/R5 > + R —
services.mscz A — Enterz#9) . “OpenLM Server'tf—E
AZ=HIRT Do

10. OpenLM Servers&EY —I)LZH <, EHRNIHEIITETHEzLEAT
LIzEWDSIS— ARy T 7Y T UET., DA R
HIRNZ5. localhostdH D (CEERABDRRERU IV RAA
BZEANDL. R—bhBADL (FITA) B

7014) . “Secured” (%%) MY IRZFITYVIULUTOKZIUY
OUTLEEEN,

&% OpenlLM Server Configuration Login X

OpenlLM Server Iin'inr'u.‘-u:rws2@1Sn:he\a'2.r.:;|:le1'|h|| Pot |7014 | [] Secured | Check..

FRAFTYTOEMICHKINUIZHZS. OpenlM Server(dJ>7R—
R N ESSLIES TBIELTWLET,
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2. EasyAdmin SSLE&TE Z= MR

JS Y %RIE. OpenlM Serverdhttps®U R L 7 RL X %35
EUET. (fl:
https://windows2019dev2.openlm.com/EasyAdminZ2/)

ETCZIEULSERELBE, RY0OTAEETA> RO EH
(C. TIAIL DY Y a2R— FEEMNENE T,

@ Openth Use teace
% Tym B @

3. SS LZEAHI S0penLtMI >
R—F> hORE
3.1 OpenLM Agent

1.AgentbLA 77> H0Uw I L, “OpenLM Agent
Configuration” (OpenLM Agent1>J«74J) &HEEI,

Recently Closed Documents
License Usage Information
0 OpenlM Agent Configuration
About OpenlM

£ OpenlLM Broker v4.5....

2. OpenlLM ServerJ o —)L RT. FITSNISSLEAEAE L £ (C
—EITBDIIRAAZBZANULEFT, “Use SSL” (SSLZERT)
MY OR=ZFTYVIU. 9 0penlM Servers&EY —ILDR—
HEFITEEUR— MERIUR—- MESZRELTLIZE
LYo
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@ Agent Configuration =

iQ} Agents Settings: set up OpenLM definitions

General OpenlLM Applications Manager

Language English (United States) w

OpenlLM Server definitions
Note: in this section you should fill OpenlLM Server name and port.
Not (!) FLEXIm server and port.

OpenlLM Server: |wind0w32D1 Sdev2 openlm.com | Use SSL

Port: 7012 | Check connectivity to |
Advanc QOpenlM connection check *
Logger :|

Logging
O skip g o OpenLM Server connected successfully

O usel
1 Maxin

Request oK

GJ‘\PDW Cancel

3. “Check connectivity to” (#H#F T W) RS> TGN ML
SNTVNDIMERLET

4. "Apply” GBR) Z0YUv O UREZFRFLUCAgentI> T4
Dk 2 Nwkd:; [V S

3.2 OpenLM Broker

1. OpenLM Brokers% &Y —)LZBEFE I, (Windows Start (X
~— k) — OpenLM — OpenLM Broker Configuration Tool)

2. SSUERESRELZY—/\—ZED/\RILTERL TS
(/\O

3.“OpenLM Server"J « —)L RMNSSLEEAZR THRRSN TS T
JILRAA B THDIMER LTS ZEL, R— MESZHRL
SSLURY ORMF TV IETNTVDIMERL T ZE0N,

4. "Check Connectivity to OpenLM Server” (OpenLM Server/\m
B iEsR) MY > TR, BUICSSLERENEMmE NI
B&. success (RIh) DY+ F7OTHIRENET.

5.“Apply” GER) Z70YUwvwoU. FILLREZRTF L T Restart
Broker” (Brokerd®'JXA— k) R =ZIBLTLIEE0N,
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3 OpenlM Broker Configuration

‘i' OpenLM Broker Configuration Tool

') Add OpenLM Server ) Add OpenLM Saas Server | () Delete | () Disable | .- Collapse All Ports

9 openim Servers
-~ @) localhost: 7016
5} o= 20193202, operim.com: 7016
7 License Servers
= L312MD
= # Port 27080
(- % Commands
oo status
# data_inquiry
+ strt
- & stop
# Vendors
= # LogFiles
- # Im-log.log
7 Advanced Setfings
# Reset
-+ # Recording

OpenlM Server connectivity

OpenlM Server windows2019dev2.openim.com

Port 7016

Sending Timeout

Activate Buffering

ssL

Satus: This Receiver is Active

Check Connectivity t OpenLM Server

452

Buffer File Size

Clean Buffer

@ apply

L5 Detect

- [m] x
(sec)
35| (Megabytes)
& cancel i) Hint
& et I Restart Broker

3.3 OpenLM Applications Manager

MDA T T (F0penLM ServernSSLZEER L TWLDRFDIZED
7+, OpenLM Applications Manager > 7/R—> NZRE T Dih
EM &AL TWET, SSLIERZ OpenlLM Applications

ManagerB# N T 2 KD (CRET DiHE(E.

<IZE0N,

ZELDOXEECE

1. Applications Manager Z - )L5 —ADopenim-app-
manager.properties 7 7 1)L+ A NI« F—TH<, (T
JA#)L I @ C:\Program Files\OpenLM\OpenLM App Manager)

2. ROBEEZEE:

openlm.server.protocol = https

openlm.server.host = < SSLEEBAEDFAAVE

EEE—H>

openlm.server.port

r"—+ES T4 F7014>

https://www.openim.jp/setting-up-ssl-for-openim-server/
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[BEp=ansis . [ openim-app-manager propetties £

52 #database.ysername=db_load A

53 #database.password=db_load 1234

54

55 # —-MS SQL Server 2017 DB configuration—-

56 +#database.type=MSSQLSERVER2017

57 +#database.location=]jdhg:sglserver: penlm load mssqgl;databa penlm-app-manager

58 #database.ysername=db load

59 #database.password=db_ load 1234

60

61 #https://github.com/brettwooldridge/Hikaricp/wiki/about-Pool-sizing

62 database.pool.max.active=50

63 database.pool.max.idle=-1

64 database.pool.max.wait=-1

65

66 ‘# OpenlM Server nnection protocol WLLp or hLLbs

&7 | openlm.server.protocol=htips I

68 pENLM Scivel conneccion host name or IP address

69 I openlm. server . host=windows2019dev2.gpenlm.com

70 TE_Promar TIEC LI POTL L0 LELTiew: TET ports and guth details

71| openlm.server.port=7014

72 Iw—cpmmmsler

73 openlm.server.users

74 # OpenlM Server gdmin password

75 openlm.server.password=

76 openlm.server.session.filtering.period.hours=72 v
< >
Propet length: 2,825 lines: 76 Ln:65 Col:1 Sel:0|0 Windows (CRLF) INS

3. BB ZRIFI Do

4. WindowsH —EXZRME. “OpenlLM App Managert—E X%z

RS- K93,

3.4 OpenLM Router

Windows

1. “OpenLM Software Router.exe” XTI 3T IAIL I :
C:\Program Files\OpenLM\OpenLM Software Router\bin)

2. RouterZ /G W—ILABEEE T, “Startup"¥ T &I U WD

LEXY,

3. Edit Arguments 7 o —J)L RZ#REE U CSSLEEBAE (CRRSNT

L\B0penLM Server®URLZRBRUE T,

-log

https://windows2019dev2.openlm.com: 7022 /0OpenL

M.Server.Services/RouterAPI
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Jﬁ. OpenlLM Software Router Properties X

General LogOn Logging Java Startup  Shutdown

Class:

com.openim.lshrouter.Main

Image:

Working Path:
C:\Program Files\OpenLM\OpenLM Software Router |

Method: | start

Arguments: Hdog
https: /fwindows 20 19dev2.openim. com: 7022/Oper

Timeout: sec.

Mode: jvm v

T

4.“Apply” GEFS) &ZUwoU, “OKTY—LEBUET.

5. WindowsH—E X%z, “OpenLM Software Router"t—
'Y —-KUFET,

Linux/Unix

1. OpenLM Router 7 )L YA Drouter.sh XU T hziRELE
g_o

2. SSETBAE & — T B LS C-log/(SA—F—DEDUR L EZE
BUXT:

#!/usr/bin/env bash

Jjava -
Dlog4dj.configuration=file:log4dj.properties -
Djava.net.preferIPv4Stack=true -jar openlm-
router-2.0.20.jar -log
https://windows2019dev2.openlm.com: 7022 /0OpenL

M.Server.Services/RouterAPI

3. OpenLM Routerb—EXZU XS —KUET,

3.5 OpenLM Report Scheduler
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1. report_scheduler.properties 7 7 ()L ZF7F XA N IT7 15—
THZEEYI. (T IAJ b C\Program Files
(x86)\OpenLM\OpenLM Report Scheduler)

2. RO eZBELUFT:
openlm.protocol=https

openlm.host=< S S LIIAED FAAS VA LTEL—E

3. EBERIFLET.

4. WindowsB—EXZMZE. “OpenlLM Report Scheduler"t—tE
R IASF—bKUFET,

[&f cProgram Files (x86)\OpenLM\OpenLM Report Scheduler\report_scheduler properties - Notepad ++ [Administrator] - ] X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 X
L= sl & D2elay 22 BE|S1 E0@Ppa® (W

[H report_scheduler.properties E3 ‘

13 mail.smtp.host=localhost

14 mail.smtp.port=25

5 mail.smtp.auth=false

6 mail.smtp.ssl=false

7 mail.smtp.username=

mail.smtp.password=

9 mail.smtp.sender=openlm@openlm.com

semicolon separated list of emails to send error notifications
Ex: recipientl@openlm.com, recipient2@openlm.com
mail.recipients=

RN

# openlm

openlm.connect.retries=5
Openim.protocol=nttps

openlm. host=windows2019dev2. openlm. conl
openlm.xml.port=7014
openlm.soap.port=7020
openlm.login.username=
openlm.login.password=

[ St SN O SN O Qg
[ S v} S © o

xpath.login.button=//a[Brole="button' and Baria-hidden='false' and (.//span[contains(., 'Login') or

3 xpath.win.login.button=//a[@role='button' and @aria-hidden='false' and .//spanl[contains(., 'Windows'

35 =xpath.username.field=//input[@placeholder="User name' or Eplaceholder='Benutzername' or @placeholder
6 =xpath.password.field=//input[@placeholder="Password' or @placehclder='Passwort' or @placeholder='Cor

3 xzpath.license.request.form=//*[contains (text(), 'Licensing Request Form') or contains(text(),'Formuls
28 vnath rahle rah—//a//enanfrave fi—tmahlal ar tave A —Tmahallal ar rave (A—TTshla! ar ravr (Y —tmahlaan! -
<
Properties file length: 3,800 lines:74 Ln:27 Col:39 Sel:0]0 Unix (LF) UTF-8 INS

4. 0p enlLMCBCREAE
ZHERATD

OpenLMY T DT 7 CHCRIGIAE ZEA I DEERETT
M EFIUTANEDIEE, RENMEMEIRDDTHEID(
BUFEA.

B R IRAE DR E (IAZDEIEN T I N, 2 (C—MiIR S
ARSA>ZEULET:

1.0-AII>E2—5—-THDI> DT A)LSF—0Trusted
Root Certification Authorities” 7 4 JL5 — (CB S R3EEEBIEZ
SAB=ILLTLIZEL,

(NAoOVIhRFaATh)

2. BEREEEAE (Z0penlM ServerdY S 2 (EMD TR, O>
IR—R RO A VA R=ILTDRENGDET ., (il :
OpenlLM Agent)
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3. 3. LinuxT. JAVAXR—XX DI R—F> NBroker,
Applications Manager. Router. Reports Scheduler)Tl&. B2
FREEERAZE Z O0—)LD)DK Keystone(TIBINT dEMNH D E
9. JAVARMHDkeytoo/ 11—« UF 1 THREL T &L,
WindowsTl&. JAVAR—X DI R—R> hOSRFHRIET I AL

NTWindows certificate storeZz &t Ad+E 9. Broker v4.6.1,
Applications Manager v2.2.8. Router 2.0.33. Reports
Scheduler 1.7.5, WindowsTZN&LDAEIDIB/\—=3 > Tl&
JAVARRDkeytool 11—« UF  Tlava KeyStore(Z-1 > /R—
UCERELTLSES0,
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