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OpenLM Server v5MDSSLEEE - KB501

e OpenlLM Server vV5MDSSLEXTE - KB501

ZDRF1A> ~EOpenlM Server/\—=3 > 5 BRI DT>
IR—R> NADSSLEREZRALET . sEASHE (CA) 5D
Y ELMNEIERAENBEDONS > (CBICHFET 2B ZEE
LTWET,

Contents:
1. OpenLM ServerSSLEXTE
AT 3> A - Windows X N7 FEEBAZE{F=SSL
AT 3B - FERE T 7 A )AFESSL
2. SSLEEFATOpenLM Server/\diE&#E
OpenLM Broker
OpenLM Agent
OpenlLM Applications Manager
OpenLM Router
OpenLM Reports Scheduler
3. EasyAdmin1—H — 5 ASSLOE

4. SSLESTED 7w L — RServer v4.xH\5v5

1. OpenLM Server®SSLE%TE

1.7 RE2FHI> RMTFFRXRIT 4 —"TC\Program Files
(x86)\OpenLM\OpenLM Server\bin\appsettings.jsonZz <.

T7AILDEET, RERRUTIRET D!

o “Url"Z#8 - httpsZ18E

o “Kestrel"/ — R-FEBAZE X R I7HEEBAENDRE/ CADERD
[CLDTTFECa) h b)aSEa,

o (AT>32) WMERS, TAUFRELTTENITDLD (TN
—hEEBITEET., (7016&£7012888), “ "RIDZAE]
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(51 ; “Broker”) (FEEFE(CERBATC EDETEHELEE A

A 3> A - Windows X ~J7DEERAR
Z{F=SSL
SRR — REENT :

"Kestrel": {

"Endpoints": {

"Http": {

"Url": "https://*:5015"
}y
"Broker": {

"Url": "https://*:7016"
}y
"Agent": |

"Url": "https://*:7012"
}
bo
"Certificates": {
"Default": {
"Subject": "SILV-PC",
"Store": "Root",
"Location": "LocalMachine",

"AllowInvalid": "true"

e Subject (M) - H(CFEBAENFITNI/ZH. Windows Run
— certmgr.msc — ;EBAEN G DIBAER N7 ZIEIR — )L
OUY D - FlY T 720 )Y D - WRZRE (T HSR)

e Store (RB7?) -3EBAER ~J7. “Personal” (fERl) X K77
(F'My” (FhD) TZSEEEN. “Trusted Root Certification
Authorities” ({E38)L— NEEBAHRE) (F“Root” (JL—b) &ULT
SRaNd. MOAMAER FFORFICDOVTIE, 5505
FESRUTZE,

e Location (3BPRF) - LocalMachinedO—HJ)LNZ >
CurrentUseriRiT 11— —DEES5TEEBVEE A,

e Allowinvalid ($3%h:%7]) - wE/QXSEMDIEASOEAAZ
TruelCERELTLIZEV\WI ; BESERIEAS)
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ertmgr - [Certificates - Current Use\Trusted Root Certification A s\ Certificat — o x a | Certificste 3 X
File Action View Help General Details cCertfication Path
|2 4L XEE| B @
Show: | <all> ~
(3 Certificates - Current User ation Date  Intended Purposes  Friendly Name Status  Certi ~
v perscanalf 2035 <All> Microsoft Root Cert, c| | Field value B
ertificates
7 Trusted Root Certfication Au|| - Al Mierosoft Roct Cert et hoch aigoritn sha2st
~ [ Cariricates 2004 Time Stamping VeriSign Time Stam... 2| [Essuer SILV-PC
d Enterprise Trust 2031 Server Authenticati..  QuoVadis Root CA2 d | [Evald from Joi, 28 mai 2020 11:36:58
2 2042 Server Authenticati.. QuoVadis Root CA . [lvaidto vineri, 28 mai 2021 03:00:00
|5 7 Intermediate Certification Au H | e
i = Active Directory User Oject |[2021 Server Authenticati... QuoVadis Root Cert.. By Feymrr
2001 Server Authenticati... OpenLM Test
34 » [ Trusted Publishers " - [pubiic key parameters 0500
| Untrusted Certificates 2029 Server Authenticati... Trustwave o A Fltey leane Ko Encicherment Nats Farin
10 > [ Third-Party Root Certificatior [-2021 Server Authenticati..  SelfSSL
| Trusted People 2034 Server Authenticati...  Starfield Class 2 Cer.. cn = s1Lv-pC
| Client Authentication Issuers||.2038 Server Authenticati... ~ Starfield Root Certif..
| Other Peaple 12036 Time Stamping, En...  StartCom Certificati...
| Local NonRemevable Certific ,2036 Server Authenticati,.  SwissSign
7| Smart Card Trusted Roots |},2032 Code Signing <None>
203 Server Authenticeti...  thawte J
< >|| < - T >
Edit Properties. Copy to Fie.
Trusted Root Certification Authorities store contains 35 certificates.
be
]

SEFRE DM RZIRZR

AT 3> B-HEIMRAET 7 1L
=SSL
SR — REENT3:

"Kestrel": {
"Endpoints": {
"Http": {
"Url": "https://*:5015"
b
"Broker": {
"Url": "https://*:7016"
b
"Agent": {
"Url": "https://*:7012"

bo
"Certificates": {
"Default": {
"Path": "C:\\Users\\borisi\\Desktop\®

"Password": "zXzx12!@"

e Path (J\R) -iERAET 7 AILADI/\ R, ASV>10R0DD
(2E/\YORSYS 17 FERALTIEE,

e Password (JAXD—R) -iIBAZEDTSAX—bhF+—D/(X
'j_ I{o
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FEE T OHEYIICEOBNTUVDIMHERL TS IEEU,
2. I7 I =R EFT B,

P RE2THID NTTFRANIT « 4 —"TC\Program Files
(x86)\OpenLM\OpenLM
Server\WebApps\EasyAdmin2\params.js 7 7 1)Lz <,

4.22%8(SoapProxyPath, WebProxyPath, WebProxySaasPath,
OpenLMServer, EasyadminRoot)Z#m&E L CURLZhttps(C T D,
IR &GS SSLEERAE (CEEBM SN TV D ED L IEFEIC—ET
BESICTBMHI ; R hsa.com).

6 wvar :schédulingTaskURL = "http://127.8.8.1:8888/report_scheduler/job";
7 war _SAASlLoginURL = "https:/ aas.cﬂewlw.:owiSaaEClieqtiche!Lofiﬂ';
8 wvar SoapProxyPath = "https://SILV-PC:5815/0penlM.Server bﬂ" ices/AdminAPI/web "}

9  wvar WebProxyPath = "hittops://SILV-PC:50
16  wvar WebProxySaasPath = "hitps://51

11  wvar OpenlLMServer = "https:// !—PC:5015fanifeasvadminaﬂifoostmessa"e';
12  wvar EasyadminRoot = ' V-PL/easyadmin_trunk/";

13  war _angularURL = "}

14 wvar Locales = [["en_US", "English Us", "UTF-8"],

:]'-v.:-qL 5.:- ver 3.:m

15 ["es_ES", "Espafiol - Espafia”, "I50-8859-1"],

16 ["de DE ‘Deutsch - Deutschland”, 883 -1"1,
17 ["fr_FR 'Francaise - France", "I

18 ["nl NL", "Dutch - Nederland", '_

19 ["pt BR", "Portugués - Brazil", "IS0-8859-1" ]

20 ["ja_Jp", "B - BF=", "U“ 3"1,

21 ["zh cN*, "RiE - PE", "UTF-8"11;

5. D7 MW =REFT B,

6. “OpenLM Server"f—EX &1 X5 — K9 3B,

2. SSLEATOpenLM Server\d
iEzg o

BE /(- (fERA=NTED. U—/)(—([CA> R =)L~
S OEREIAER b (TN TV S ECSEBAMAHE .
OpenlLM Server(C##t L TWLWD I R—2> b (i @ Agent,
Broker, Router) DY (CEMHETT, LinuxDizE. JAVANXR—
ADIiR—=> b (Broker. Applications Manager. Router,
Reports Schedulern)T(&, BEE&AE (FO—HD)LDJDKF—X
NSEMURIFNERD EEA. JAVARHDLeytoo/ 11—+« U
T ZEAUTEITLTIZE,

Server(CSSLM—BEESNLHZS. httpSTO bI—)LZ2FERL
THEHELUTVDETOIOIR—FR MDIRR h/IPZEH T D
ENGDFT, U—/\—DEHSBLIABZOHELS D, /R
ZIETE I DEF(FIEM/RAFQDNEZEATDILDICLFEL L D,
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OpenLM Broker

1. OpenLM Broker > J « YW —)LZRIAL T IZEL\,
(Windows Start (X5 — k) — OpenLM — OpenlLM Brokers%E
w—)L)

2. 5 RV TSSUE R SR E UTe Y —/)\—Z#IRT 5,

3."OpenLM Server"ZJ « —)L R(FSSLAFBAZ TREE =N TL\D5E
2CBWRRAABZANDLTLIZEN, IR— FNESZEAS
U SSLIRY ORI F T W ISNTVNDDZMERL T IZS0N,

4. "Check Connectivity to OpenLM Server” (OpenLM Server~\m
EheFTvy) 20 v oL TLIZE, SSLOE(CHEINL
TWBIEA. RIS 77O Ry T 7y T UET,

5."Apply” G&ER) Z20UwoU. STULEEZRFL. “Restart
Broker” (UX&—k) Z20UwoLTLIEEU,

& OpenLM Broker - [m] x

“.) OpenlLM Broker

| ) Add OpenLM Server ) Add OpenLM SaaS Server | () Delete | () Disable | -) Collapse All Forts
.@ OpenLM Servers OpenLM Server connectivity
3 3” I CpenLM Server SILY-PC
| License Servers
=45 L312MD

- # Port 27030

= # Commands
; i ® stas
# data_inquiry Sending Timeout 4515 (sec)
® reread

| Port 5015

Activate Buffering Buffer File Size 315 (Megabytes)

[=- & Vendors
© L @ Vendor Name to Be filled
i Log Files
[=1- # Port 3808 Status: This Receiver is Active

s Clean Buffer

= # Vendors [ Check Connectivity to OpenlM Server §
‘- # Vendor Name to Be filled
-~ # LogFiles
& Advanced Settings
# Reset
- # Recording

© Apply &) Cancel i) Hint

;b Detect B et 1+ Restart Broker

OpenLM Agent

1.Agentb LA 77> B0Uwv I L, “OpenLM Agent
Configuration” (Agentd>TJ+ ) &#0UwvOULTLIEE,
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Recently Closed Documents
License Usage Information
0 OpenLM Agent Configuration
About OpenlM

£ OpenlM Broker v4.5....

2. OpenLM ServerJ « —)L R(CSSLEERRE CRRE SNIcRRICHE
SR RAA>2Z AN LUTLIZEL, “Use SSL” (SSLEEFA) 7Ry
DRZFITYVI U, R— DT+ —)LRMNOpenLM Server®
appsettings.json TEESNIZA A 2 iR— N THDBZMHR LT
<FEEWy. (B 5015)

¥ Agent Configuration Version >

,:a} Agents Settings: set up OpenlLM definitions

General  OpenlM Applications Manager

Language: | English {United States) ~

OpenlM Server definitions
Note: in this section you should fill OpenlLM Server name and port.
Not (1) FLEXIm server and port.

OpenlLM Server. [sILv-PC | B Use ssL
Port: 5015 | Check connectivity to OpenlM Server |
Advanced

Logger configuration file: |.'-Agerrt_Cnnfig'-JogdnetCnnfigme |

Logging level: |ERROR b

] Skip double instances alert
[] Use local computer's proxy settings Credentials
[] Maximum number of lines in Agent Console 1000 =

-

Request times out after |120 +{ seconds

& Apply Cancel

3. “Check connectivity to OpenLM Server” (OpenLM Server
NDERFIVYD) 20UV oL, EBENHEIL SN TV HEERR
LTLIEEN,

4. "Apply” GBR) 20Uy O UTEEZRFL. Agentd> T+
T4 ROZEACTLSIZE,

OpenLM Applications Manager
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IRDATwW T TIE. OpenLM Applications Managerh'SSLERID

OpenLM Server\DiEfsR EDLHZFU'E T, OpenlM
Applications ManagerB Az SSLBIS(C I D (C(d (Bl ; Agents
AN RODICCHOXEZSEICLTIZS),

1. Applications Manager 7 # L5 —%&# L. openlm-app-

manager.properties 7 7 1 )L&FTF A RIF « F—THWTL

&=L\, (T IAJL; C:\Program Files\OpenLM\OpenLM App
Manager)

2. ROBEHEZEEL TS

openlm.server.protocol = https

openlm.server.host =

openlm.server.port = <7 J )L hOR— hEZEUIIBS

FCCTHEE>

CL o Er—

52

66 _# OpenIM Server connection protocol RLLn or hLLDS

#database.ysername=db_load
#database.password=db_load 1234

4 —-MS SQL Server 2017 DB configuration—-—

56 #database.type=MSSQLSERVER2017
#database.location=jdhg:sglserver://openlm load mssgl;databaseName=openlm-app-manager

#database.ysername=db load
#database.password=db_load 1234

#https://github.com/brettwooldridge/HikariCP/wiki/About-Pool-sizing
database.pool.max.active=50

62 database.pool.max.idle=-1

database.pool.max.wait=-1

67 I openlm.server.protocol=htins I

F ODCILM ScIlvel CONNeCLlO0N Nost name or IP address

69 I openlm. server . host=windows2019dev2.gpenlm.com

T DrITErY CONNEc ol Dore Lo TELrieve ouner ports and guth details

openlm. server.port= 5015 I

¥ UDCILN SCIVET il user
openlm.server.user=

# OpenlM Server gdmin password

openlm. server.password=
openlm.server.session.filtering.period.hours=72

Propet length: 2,825 lines: 76 Ln:65 Col:1 Sel:0|0 Windows (CR LF) UTF-8

INS

3. T7AMIVDEEZRIFI Do

4. Windows ServicesZ R, “OpenLM App Manager"—E X
ZURST— KT B,

OpenLM Router

WindowsDiZ&

1. “OpenLM Software Router.exe” ZE{79D (T IAI b ;
C:\Program Files\OpenLM\OpenLM Software Router\bin)

2. RouterdO/\F a4 W—ILMWBEET, “Startup” (RF— K77

W) 0% 0UwIULTLIESL,
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3. SSLEFBAE TR S N/=0penlLM Serverd 7 RL A&7 —F 1

A2 NIRRT DKRD(CHREL T IZELY, fl:

-log https://windows2019dev2.openlm.com:5015,

4

‘g. OpenlLM Software Router Properties
General LogOn  Logging Java  Startup  shutdown

Class:

com.openlm.Ishrouter. Main

Image:

Working Path:

| C:\Program Files\OpenLMYOpenLM Software Router |

Method: | start

Arguments: dog
https: /fwindows 20 19dev 2. openim. com; 5015,/0per

Timeout: 58C,

Cancel Apply

Mode: jwm e

Pt

4. “Apply” GEF) 2w LOKTY—)LEBU T EEL,

5. Windowst— E X Z R E"OpenLM Software Router"tf—E X

%IJXQ_ l\o

Linux/UnixDi5S

1. OpenLM Routerz-f > X b—)L Uz T #)LF —Trouter.sh s

ROVUT bfRELTIZE,

2. SSLEFBAE TR E S N/=0penlLM Serverd 7 R L X% -logDi&

DTV —FIAAD MIRRIDKIS(THREL T IZEL, Bi:

#!/usr/bin/env bash

java -Dlog4dj.configuration=file:log4j.propert

3. OpenLM Routertb—EXZE U X5 — ML TLIZE0N,
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OpenLM Reports Scheduler

1. OpenLM Report Scheduler 7 # )L — (CfTE
report_scheduler.properties 7 7 1 JLZTF+ A KI5 —T
M <(7 7 #JL hC:\Program Files (x86)\OpenLM\OpenLM Report
Scheduler)

2. ROBEZEE.
openlm.protocol=https
openim.host=

openim.soap.port=<7J #JL h5015ZZE LIS (CE
B>

3. EBZERIFID

4. Windowst — E X &R ="OpenLM Report Scheduler—EX
RS — b

[@ *C:\Program Files\OpenLM\OpenlM Reports Scheduler\report_sc — O X
File Edit Search VWiew Enceding Language Settings Tools

cHHBRLES saD|loc/mhl x| BEI|IS ~

[=] report_scheduler properties E3 |

22  # semicolon separated list of emails to send error -
notifications

23 # Ex: recipientl@openlm.com;recipient2@openlm.com

24 mail.recipients=

25

26 # openlm

27 _gpeplm.connect refriec=5

28 | openlm.protocol=https

29 | openlm.host=windows2819dev2.openlm.com

28 | openlm.soap.port=5815

21  openlm.ea.port=/g19

32  openlm.ea.protocol=http

23 openlm.login.username=

24 openlm.login.password=

25  openlm.login.timeout=20

36
37  xpath.login.button=//a[@role="button’ and
@aria-hidden="false' and (.//spanlcontains(.. 'Login'} ¥
Ln:37 Col:151 Sel:0]0 Windows (CRLF)  UTF-8 INS

3. EasyAdmin1—H —3#&#(CSSL
=K
EasyAdminZz|ISTER U CL\35B&, EasyAdmin<->T1—H —3%

ECSSLBEREMETEET, EasyAdminESSLTRET B35
(&, ©O>3> 1(ICESRNTY ., OpenlM Server 7R—
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(5015) TSSLAEZMEESN TV EDIMNRSITBMETE
F9. BMEDORTY T (FEMICUATDEDOTT.

1. NSNFR2 v —7Z2m<

2.Sites (U1 ) (CEEL — Default Web Site (AL T
JYA1 )

3. AD)FJLT. Bindings U\A>F 1 >0) =#OUvO LT D
)L D443 HTTPS/R— hZEBINL. SSLEEBAERIEFELET.

TS ————— - o
s @ » DESKTOP-TCRIQIC » Sites » Default WebSite » @ @-
File View Help
re @ Default Web Site Home
Filter - ¥ 6o - (G Showll | Groupby: Area -E@- LT
2 Application Pools
(8] Sites s

A4 aul eb Site - ] — =R
€ Default Web Sit ) E— 7 ) =3
henti

P Easyhdmin2

v -3 DESKTOP-TCRIQ3C (SILV-PC\|

uuuuuuuuuuuuu

Type  Host Name Port  IP Address Binding Informa...

p Install Appiication From
Gallery

P Help

Close

Q 5| [[E Festures View |5 Content View

Ready &

4. 94> ROZRAC, DITIPA hEURXT—-MUET.

5. JRMDURLTEasyAdminZz BT DM E D hM&EE,
https:///EasyAdmin2/index.html

4. SSLBZIDOpenLM Server/{—
324 xB5XICTYVTITL—

11S% 38 L COpenLM/\—=3 >4 x7R— N TSSLZE UBTERTE L TL)
J=3%E. BRf)(Cappsettings.json TIEESN/ZR— &I TV
I RIBISINA T« 2T ZBDBRMRFNE. OpenLM Server

DTOTCRFFBCKEUET, SSLZFERYDCIFFEDEE
NBETY,

1. ISR+ — — Sites (B-r ) — Default Web Site (74
LD T TIHYAK) (EasyAdminzE/RA NI DL DICHELIEY
1)
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2. 5){FJLT. Bindings U\ >F 4 >0) =#0Uw DU,
EasyAdmin(C{ER 9 27/R— MUSNDLIBIERTE U e 2 TDSSLEETE
R—bZEEDERLS (7012, 7016, 7014%)

Site Bindings ? *
Type Host Name Port IP Address Binding Informa... Add...
http 20
https 443
Close

3. Default Web Site (ZIAIBRITITHABK) Z®URSY— K,

4. KEDTEIZ 3> 1 DSSLEREFIECHR > T IZEUN,
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